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Back to Chiropractic CE Seminars 
 

Welcome: 

This course is approved for 2 Hours of CE for Ethics & Law (HIPAA and the Chiropractic 

Practice) for the Chiropractic Board of Examiners for the state of California. 

 

There is no time element to this course, take it at your leisure. If you read slow or fast or if 

you read it all at once or a little at a time it does not matter. 

 
How it works: 

1. Helpful Hint: Print exam only and read through notes on computer screen and 

answer as you read. 

2. Printing notes will use a ton of printer ink, so not advised. 

3. Read thru course materials. 

4. Take exam; e-mail letter answers in a NUMBERED vertical column to 

marcusstrutzdc@gmail.com. 

5. If you pass exam (70%), I will email you a certificate, within 24 hrs, if you do not 

pass, you must repeat the exam. If you do not pass the second time then you must 

retake and pay again.  

6. If you are taking the course for DC license renewal you must complete the course by 

the end of your birthday month for it to count towards renewing your license.           

I strongly advise to take it well before the end of your birthday month so you can 

send in your renewal form early. 

7. Upon passing, your Certificate will be e-mailed to you for your records.  

8. DO NOT send the state board this certificate.  

9. I will retain a record of all your CE courses. If you get audited and lost your 

records, I have a copy. 

 

The Board of Chiropractic Examiners requires that you complete all of your required CE 

hours BEFORE you submit your chiropractic license renewal form and fee.   

 

NOTE: It is solely your responsibility to complete the course by then, no refunds will be 

given for lack of completion. 

 
Enjoy, 

Marcus Strutz DC 

CE Provider 

Back To Chiropractic CE Seminars 

 
COPYRIGHT WARNING 
The copyright law of the United States (Title 17, United States Code) governs the making of photocopies or other reproductions of copyrighted material.  
Under certain conditions specified in the law, libraries and archives are authorized to furnish a photocopy or other reproduction. One of these specified conditions is 
that the photocopy or reproduction is not to be "used for any purpose other than private study, scholarship, or research." If a user makes a request for, or later 
uses, a photocopy or reproduction for purposes in excess of "fair use," that user may be liable for copyright infringement.  
This site reserves the right to refuse to accept a copying order if, in its judgment, fulfillment of the order would involve violation of the copyright law.  
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HIPAA and the Chiropractic Practice 

A “Back to Basics” approach 
 

HIPAA Status: 70% of the Health Care provider market is noncompliant with HIPAA, 79% are 

in danger of failing a Meaningful Use audit and all providers are "guilty until proven 

innocent." 

 

The Health Insurance Portability and Assurance Act of 1996 (HIPAA) has had and will continue 

to have profound effects on the way all health care providers, clearing houses, health plans and 

their business associates operate. While some providers and practices may not fall directly 

under the federal law, HIPAA’s evolution has established a best practices baseline and standard 

of care for all entities that collect, store or have access to protected health information.  Civil 

penalties may still be levied according to HIPAA security and privacy “best practice” standards 

even in cases when direct HIPAA compliance may not be required. 

The purpose of this course is to familiarize health care professionals with the evolution of 

HIPAA policies and understand what is currently required of them and their business partners. 

As the federal government starts to “robustly” enforce HIPAA privacy and security laws it is 

prudent to prepare now. 

Many changes have been made to HIPAA in the last 20 years since its inception in 1996. To fully 

understand HIPAA and where it is going let’s explore some of the major milestones that have 

occurred over the past 20 years. 

 

TIMELINE: * 

August, 1996:  HIPAA Introduced 

When Congress passed the Health Insurance Portability and Accountability Act, the process of 

modernizing information exchange in healthcare began in earnest.  HIPAA also ensured that 

workers would not lose health insurance coverage when changing jobs. 

  

August, 1998:  Security Rule proposed 

new legislation was introduced to improve security standards to better protect individual 

health information in the hands of health plans, healthcare clearinghouses and healthcare 

providers. 

  

November, 1999:  Privacy Rule proposed 
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Proposed to improve privacy standards and restrict the disclosure of Protected Health 

Information (PHI), the Privacy Rule also fostered better health data access for patients. 

  

December, 2000:  Proposed Privacy Rule issued 

The United States Office for Civil Rights (OCR) is assigned the responsibility for policing HIPAA. 

  

March, 2002:  The Privacy Rule is modified 

The Department of Health and Human Services (DHHS) mandated changes are designed to 

clarify the Privacy Rule and ease the administrative burden on healthcare providers. 

  

February, 2003:  Security Standards Final Rule issued 

with the issuance of the Final Rule, Covered Entities are required to implement appropriate 

Administrative, Physical and Technical safeguards to protect PHI. 

  

April, 2003:  Deadline for Privacy Rule compliance 

With the Privacy Rule in place, Covered Entities are required to allow patients to access their 

PHI on request.  The Rule limits how, when and to whom health information is disclosed. 

  

April, 2005:  HIPAA Enforcement Rule proposed 

The Enforcement Rule paves the way for the Federal Office for Civil Rights (OCR) investigations 

and financial penalties for HIPAA violations. 

  

April, 2005:  HIPAA Security Rule compliance deadline 

All Covered Entities must comply with Security Rule requirements and implement more 

stringent controls for safeguarding health records.  The OCR is empowered to issue civil 

penalties for violations. 

  

March, 2006:  Enforcement Rule goes into effect 

The OCR is expected to start issuing financial penalties for any Covered Entity (CE) that fails to 

implement the requirements of the Privacy and Security Rules. 

  

February, 2009:  HITECH Act signed into law 

The Health Information Technology for Economic and Clinical Health Act - HITECH - is 

introduced as part of the American Recovery and Reinvestment Act (ARRA).  Incentives are 

provided to speed the adoption of electronic health record systems. 

  

August, 2009:  Breach Notifications Interim Regulations issued 

The US Department of Health and Human Services (DHHS) introduces new regulations covering 

data breaches; regulations that were promulgated by HITECH.  Covered Entities are required to 

report breaches to OCR and notify potential victims. 
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October, 2009:  HITECH Act Enforcement Interim Rule issued 

The Interim Rule introduces a new tiered structure of financial penalties for HIPAA violations 

with 4 categories of culpability.  Fines for violations are significantly increased to $1.5 million. 

  

January, 2010:  First OCR Settlement for HIPAA Violations 

CVS Pharmacy Inc. is ordered to pay $2.25 Million for improperly dumping patient records. 

  

February, 2010:  HITECH Enforcement begins 

new financial penalties for HIPAA violations now apply; the healthcare industry is warned that 

‘compliance will be robustly enforced.’ 

  

July, 2010:  First AG HIPAA fine issued 

The Connecticut Attorney General fines Health Net Inc. $250,000 for loss of an unencrypted 

hard drive which contained PHI for 1.5 Million patients. 

  

November, 2011:  OCR begins HIPAA compliance audits 

The OCR begins a ‘pilot round’ of just 115 audits of Covered Entities to determine the state of 

HIPAA compliance.  Only 11% pass. 

  

March, 2012:  Omnibus Final Rule 

Omnibus modifies HIPAA Privacy, Security, Enforcement and Breach Notification 

Rules.  Changes include changes to a number of HITECH provisions and major updates to HIPAA. 

  

January, 2013:  Omnibus Final Rule issued 

Incorporating changes to HIPAA required by HITECH four years earlier, Omnibus aims to 

improve data security, further restrict PHI access and prevent use of PHI for marketing. 

  

March, 2013:  Omnibus Rule in force 

the healthcare industry is given 6 months to comply before Omnibus is enforced.  Breach 

notification rules are updated and Business Associates can be held liable for breaches. 

  

April, 2016:  OCR begins second round of HIPAA compliance audits 

the second round of HIPAA compliance audits were originally scheduled for late 2014, delayed 

until 2015 and finally begun in April, 2016. 

  

Two trends have been identified while following the evolution of HIPAA policy... 

1. Lawmaking has been increasing lagging behind the rapidly changing technologies by several 

years. 

2. Enforcement of HIPAA has been sporadic at best.  
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The Office of Civil Rights (OCR) acting as the United States Department of Health and Human 

Services enforcement arm has been severely criticized for failure to ‘robustly enforce’ patient 

privacy law.  While it’s true that the OCR has taken a considerable amount of time to learn how 

to audit practices and other Covered Entities, it’s also true that a majority of Covered Entities 

have failed to catch up to health information privacy and security requirements.  

 The inevitable result, for the OCR and Covered Entities alike, is a rather depressing need to “get 

back to the basics” and find new ways to secure ever-expanding amounts of patient data 

against determined fraudsters, thieves and cyber-criminals.  The typical practice approach to 

healthcare data security may have become more comprehensive over the past two decades, 

but ongoing studies and audits have continued to show that there is still a long way to go to 

secure patient data and in effect make all required adjustments to do no harm. 

 

Key Federal Agencies (associated with HIPAA) 

United States Department of Health and Human 

Services (HHS) 
 

The Secretary of the U.S. Department of Health and Human Services is a cabinet level post. The 

mission of Health & Human Services (HHS) to enhance and protect the health and well-being of 

all Americans. 

See also https://www.hhs.gov/about/index.html 

 

Office for Civil Rights (OCR) 

The Office for Civil Rights is the agency under the U.S. Department of Health and Human 

Services that is responsible for enforcing the Privacy and Security Rules. Enforcement of the 

Privacy Rule began April 14, 2003 for most HIPAA covered entities. Since 2003, OCR's 

enforcement activities have obtained significant results that have improved the privacy 

practices of covered entities.  The corrective actions obtained by OCR from covered entities 

have resulted in systemic change that has improved the privacy protection of health 

information for all individuals they serve. 

 

HIPAA covered entities were required to comply with the Security Rule beginning on April 20, 

2005.  

https://www.hhs.gov/about/index.html
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The Office of Civil Rights became responsible for enforcing the Security Rule on July 27, 2009. 

See also https://www.hhs.gov/hipaa/for-professionals/compliance-

enforcement/index.html?language=es 

HIPAA Privacy Rule 

The HIPAA Privacy Rule establishes national standards to protect individuals' medical records 

and other personal health information and applies to health plans, health care clearinghouses, 

and those health care providers that conduct certain health care transactions electronically. For 

a comprehensive review of the Privacy review, Omnibus rulemaking and other Administrative 

simplification rules see https://www.hhs.gov/hipaa/for-professionals/privacy/ 

The HIPAA Security Rule 

The HIPAA Security Rule establishes national standards to protect individuals’ electronic 
personal health information that is created, received, used, or maintained by a covered entity. 
The Security Rule requires appropriate administrative, physical and technical safeguards to 
ensure the confidentiality, integrity, and security of electronic protected health information.  

Whereas the HIPAA Privacy Rule deals with Protected Health Information (PHI) in general, 
the HIPAA Security Rule (SR) deals with electronic Protected Health Information (ePHI), which is 
essentially a subset of what the HIPAA Privacy Rule encompasses. 

The Security Rule is located at 45 CFR Part 160 and Subparts A and C of Part 164.   

HITECH 

The Health Information Technology for Economic and Clinical Health (HITECH) Act, enacted as 

part of the American Recovery and Reinvestment Act of 2009, was signed into law on February 

17, 2009, to promote the adoption and meaningful use of health information technology. 

The Omnibus Final Rule 

The U.S. Department of Health and Human Services (HHS) Office for Civil Rights announces a 

final rule that implements a number of provisions of the Health Information Technology for 

Economic and Clinical Health (HITECH) Act, enacted as part of the American Recovery and 

Reinvestment Act of 2009, to strengthen the privacy and security protections for health 

information established under the Health Insurance Portability and Accountability Act of 1996 

(HIPAA). 

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/index.html?language=es
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/index.html?language=es
https://www.hhs.gov/hipaa/for-professionals/privacy/
http://www.access.gpo.gov/nara/cfr/waisidx_07/45cfr160_07.html
http://www.access.gpo.gov/nara/cfr/waisidx_07/45cfr164_07.html
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The final omnibus rule greatly enhances a patient’s privacy protections, provides individuals 

new rights to their health information, and strengthens the government’s ability to enforce the 

law. The changes in the final rulemaking provide the public with increased protection and 

control of personal health information.  The HIPAA Privacy and Security Rules have focused on 

health care providers, health plans and other entities that process health insurance claims.  The 

changes announced today expand many of the requirements to business associates of these 

entities that receive protected health information, such as contractors and subcontractors. 

Some of the largest breaches reported to HHS have involved business associates. Penalties are 

increased for noncompliance based on the level of negligence with a maximum penalty of $1.5 

million per violation. The changes also strengthen the Health Information Technology for 

Economic and Clinical Health (HITECH) Breach Notification requirements by clarifying when 

breaches of unsecured health information must be reported to HHS.  

“This final omnibus rule marks the most sweeping changes to the HIPAA Privacy and Security 
Rules since they were first implemented,” said HHS Office for Civil Rights Director Leon 
Rodriguez.   “These changes not only greatly enhance a patient’s privacy rights and protections, 
but also strengthen the ability of my office to vigorously enforce the HIPAA privacy and security 
protections, regardless of whether the information is being held by a health plan, a health care 
provider, or one of their business associates.” 

The final rule also reduces burden by streamlining individuals’ ability to authorize the use of 
their health information for research purposes.  The rule makes it easier for parents and others 
to give permission to share proof of a child’s immunization with a school and gives covered 
entities and business associates up to one year after the 180-day compliance date to modify 
contracts to comply with the rule. 

The final omnibus rule is based on statutory changes under the HITECH Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, and the Genetic Information 
Nondiscrimination Act of 2008 (GINA) which clarifies that genetic information is protected 
under the HIPAA Privacy Rule and prohibits most health plans from using or disclosing genetic 
information for underwriting purposes. 

Additional HIPAA Topics 

HIPAA Risk Analysis 

A comprehensive risk analysis is required. Conduct an accurate and thorough assessment of the 

potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic 

protected health information held by your organization. 
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Identify all of the e-PHI within your organization. This includes e-PHI that you create, receive, 

maintain or transmit. 

Identify the external sources of e-PHI…  For example, do vendors or consultants create, receive, 

maintain or transmit e-PHI?  

What are the human, natural, and environmental threats to information systems that contain 

e-PHI? 

For detailed guidance on Risk Analysis Requirements under the HIPAA Security Rule see: 

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalg

uidancepdf.pdf 

 

Meaningful Use 

The Medicare and Medicaid EHR Incentive Programs provide financial incentives for the 
"meaningful use" of certified EHR technology. To receive an EHR incentive payment, providers 
have to show that they are “meaningfully using” their certified EHR technology by meeting certain 
measurement thresholds that range from recording patient information as structured data to 
exchanging summary care records. CMS has established these thresholds for eligible professionals, 
eligible hospitals, and critical access hospitals. 

The Medicare and Medicaid EHR Incentive Programs include three stages with increasing 
requirements for participation. All providers begin participating by meeting the Stage 1 
requirements for a 90-day period in their first year of meaningful use and a full year in their second 
year of meaningful use. After meeting the Stage 1 requirements, providers will then have to meet 
Stage 2 requirements for two full years. CMS has recently published a proposed rule for Stage 3 of 
meaningful use which focuses on the advanced use of EHR technology to promote health 
information exchange and improved outcomes for patients. 

Eligible professionals participate in the program on the calendar years, while eligible hospitals and 
CAHs participate according to the Federal fiscal year. The Stage 3 proposed rule proposes to 
change the EHR reporting period so that all providers would report under a full calendar year 
timeline. 

The CMS Meaningful Use page  and https://www.healthit.gov/policy-researchers-

implementers/meaningful-use-regulations has additional information about CMS meaningful use 

regulations. 

Policies and Procedures 

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
https://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/
https://www.healthit.gov/policy-researchers-implementers/meaningful-use-regulations
https://www.healthit.gov/policy-researchers-implementers/meaningful-use-regulations
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Your practice's HIPAA compliance manual should contain your HIPAA policies and procedures 
involving patient privacy and security. It should include copies of the forms, notices, and 
disclosures your practice utilizes for patient privacy notification and overall HIPAA compliance. 

Your practice's policies and procedures should include information such as: 

 use and disclosure of protected health information (PHI) 
 patient rights in regards to PHI 
 consent and authorization requirements 
 notice of privacy practices 
 and much more. 

There are also a number of forms and notices that should be included in your HIPAA 
compliance manual such as: 

 Notice of Privacy Practices 
 Patient Acknowledgement/Receipt of the Notice 
 Business Associate Agreement 
 Consent Form 
 Authorization Form 

Information Systems Activity Review 

To ensure that systems containing electronic protected health information (ePHI) are identified, 

appropriately categorized, monitored and reviewed to ensure compliance with institutional 

policies and procedures and Federal HIPAA regulations related to system activity controls, and 

to discourage, prevent and detect security violations. 

 Identify and Track Above Threshold ePHI Systems 

 Audit ePHI Systems 

 Respond to Security Incidents 

 Activity Review Scope 

The activity review process shall include an audit of system activity logs and reports at a level 

commensurate with a particular system’s profiled data criticality category. This process may 

include a HIPAA Policy 5142 - Information Systems Activity Reporting 08/17/2010 Page 3 of 3 

review of the following types of system activity information either as a full review or as a spot 

check or sampling: Review of Security Incidents Response reports System user privileges grants 

and changes logs User-level system access logs, if available User level system activity logs, if 

available User level transaction log reports, if available Exception reports The required level of 

system activity logging and reporting capabilities, and the actual scope of the activity review for 
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each risk profile should differ based upon a system’s assigned data criticality level These logging 

capabilities and review requirements are defined in the ISAR Procedure 

Training Employees for HIPAA 

Much of the training you do with employees (and new employees) involves simply reviewing 
your practice's manuals (e.g., the employee handbook and office procedures manual), but 
HIPAA training involves more than those basics. 

HIPAA regulations include the following staff requirements: 

 Training for all current and future staff on the HIPAA policies and procedures. 
 Proof of the training - documenting what was included in the training and the date it 

was completed. 
 Acknowledgement of review of your practice's HIPAA compliance policies and 

procedures. This is a form signed by employees that states they are aware of those 
policies and procedures. 

 

Small Health Care Provider Responsibilities 
Small Health Care Providers must take all reasonable and appropriate measures for 

implementing HIPAA safeguards that are appropriate for their environment. While cost is one 

factor entities must consider in determining whether to implement a particular security 

measure, some appropriate measure must be implemented. Below is a detailed overview of the 

Security Rule for Small Providers. See the link below for the document in PDF format: 
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/smallprovider.pdf 

  

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/smallprovider.pdf
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HIPAA Security Series 
Two documents from the HIPAA Security Series from the Department of Health and Human 

Services are included below. It is highly recommended that Chiropractors understand the 

security principles and responsibilities tendered by law upon small practices that collect and 

store protected health information.  

1. Security 101 documents security principles and proficiencies that should be familiar to and 

followed by all health care providers. 

2. Security Standards and Implementation Small Providers is tailored to help Small Health 

Care Providers. 

 

Links for these and other Security rule guidance materials are available online at… 

https://www.hhs.gov/hipaa/for-professionals/security/guidance/index.html?language=es 

 

1   Security 101 for Covered Entities 

Privacy Rule – The deadline for compliance with privacy requirements that govern the use and 

disclosure of protected health information (PHI) was April 14, 2003, except for small health plans which 

had an April 14, 2004 deadline. (Protected health information, or “PHI”, is defined at 45 CFR § 160.103, 

which can be found on the OCR website at http://hhs.gov/ocr/hipaa.)  

Electronic Transactions and Code Sets Rule – All covered entities should have been in compliance 

with the electronic transactions and code sets standard formats as of October 16, 2003.   

  

National identifier requirements for employers, providers, and health plans - The Employer 

Identification Number (EIN), issued by the Internal Revenue Service (IRS), was selected as the identifier 

for employers. Covered entities must use this identifier effective July 30, 2004 (except for small health 

plans, which have until August 1, 2005). The National Provider Identifier (NPI) was adopted as the 

standard unique health identifier for health care providers. The Final Rule becomes effective May 23, 

2005. Providers may apply for NPIs on or after that date. The NPI compliance date for all covered 

entities, except small health plans, is May 23, 2007; the compliance date for small health plans is May 

23, 2008. The health plan identifier rule is expected in the coming years.  

  

Security Rule - All covered entities must be in compliance with the Security Rule no later than April 20, 

2005, except small health plans which must comply no later than April 20, 2006. The provisions of the 

Security Rule apply to electronic protected health information (EPHI).   

https://www.hhs.gov/hipaa/for-professionals/security/guidance/index.html?language=es
http://hhs.gov/ocr/hipaa
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Who must comply?  

All HIPAA covered entities must comply with the Security Rule. In general, the standards, requirements, 

and implementation specifications of HIPAA apply to the following covered entities:  

  

Covered Health Care Providers - Any provider of medical or other health care services or supplies who 

transmits any health information in electronic form in connection with a transaction for which HHS has 

adopted a standard.   

  

Health Plans - Any individual or group plan that provides or pays the cost of health care (e.g., a health 

insurance issuer and the Medicare and Medicaid programs).  
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Health Care Clearinghouses - A public or private entity that processes another entity’s health care 

transactions from a standard format to a non-standard format, or vice-versa.   

Medicare Prescription Drug Card Sponsors –A nongovernmental entity that offers an endorsed 

discount drug program under the Medicare Modernization Act. This fourth category of “covered entity” 

will remain in effect until the drug card program ends in 2006.  

For more information on who is a covered entity under HIPAA, visit the Office for Civil Rights (OCR) 

website at www.hhs.gov/ocr/hipaa or the CMS website at www.cms.hhs.gov under “Regulations and 

Guidance”.  An online tool to determine whether an organization is a covered entity is available on the 

CMS website, along with a number of frequently asked questions (FAQs).  

Why Security?   

Prior to HIPAA, no generally accepted set of security standards or general 

requirements for protecting health information existed in the health care industry. 

At the same time, new technologies were evolving, and the health care industry 

began to move away from paper processes and rely more heavily on the use of 

computers to pay claims, answer eligibility questions, provide health information 

and conduct a host of other administrative and clinically based functions.  For 

example, in order to provide more efficient access to critical health information, 

covered entities are using web-based applications and other “portals” that give 

physicians, nurses, medical staff as well as administrative employees more access 

to electronic health information. Providers are also using clinical applications such 

as computerized physician order entry (CPOE) systems, electronic health records 

(EHR), and radiology, pharmacy, and laboratory systems. Health plans are 

providing access to claims and care management, as well as member selfservice 

applications. While this means that the medical workforce can be more mobile 

and efficient (i.e., physicians can check patient records and test results from  

wherever they are), the rise in the adoption rate of these technologies creates an 

increase in potential security risks.   

  

As the country moves towards its goal of a National Health Information 

Infrastructure (NHII), and greater use of electronic health records, protecting 

the confidentiality, integrity, and availability of EPHI becomes even more critical. 

The security standards in HIPAA were developed for two primary purposes. 

First, and foremost, the implementation of appropriate security safeguards 

protects certain electronic health care information that may be at risk. Second, 

protecting an individual’s health information, while permitting the appropriate 

access and use of that information, ultimately promotes the use of electronic 

health information in the industry – an important goal of HIPAA.   

HIPAA SECURITY   

  

Confidentiality -  

EPHI is accessible 
only by authorized 
people and processes  

  

Integrity -  

EPHI is not altered 

or destroyed in an 

unauthorized 

manner 

Availability -  

EPHI can be 

accessed as needed 

by an authorized 

person 

NOTE: Security is not 

a one-time project, but 

rather an on-going, 

dynamic process that 

will create new 

challenges as covered 

entities’ organizations 

and technologies 

change.  

http://www.hhs.gov/ocr/hipaa
http://www.cms.hhs.gov/
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The Privacy Rule and Security Rule 

Compared  

The Privacy Rule sets the standards for, among other things, who may have access 

to PHI, while the Security Rule sets the standards for ensuring that only those who 

should have access to EPHI will actually have access. With the passing of both the 

privacy and the electronic transactions and code set standards compliance 

deadlines, many covered entities are focusing on the security requirements. In 

developing the Security Rule, HHS chose to closely reflect the requirements of the 

final Privacy Rule. The Privacy Rule requires covered entities to have in place 

appropriate administrative, physical, and technical safeguards and to implement 

those safeguards reasonably. As a result, covered entities that have implemented 

the Privacy Rule requirements in their organizations may find that they have already 

taken some of the measures necessary to comply with the Security Rule. The 

primary distinctions between the two rules follow:  

  

Electronic vs. oral and paper: It is important to note that the Privacy Rule applies to all forms of 

patients’ protected health information, whether electronic, written, or oral. In contrast, the Security 

Rule covers only protected health information that is in electronic form. This includes EPHI that is 

created, received, maintained or transmitted. For example, EPHI may be transmitted over the Internet, 

stored on a computer, a CD, a disk, magnetic tape, or other related means.  The Security Rule does not 

cover PHI that is transmitted or stored on paper or provided orally.   

  

“Safeguard” requirement in Privacy Rule: The Privacy Rule contains provisions at 45  

CFR § 164.530(c) that currently require covered entities to adopt certain 

safeguards for PHI. While compliance with the Security Rule is not required 

until 2005 for most entities (2006 for small health plans), the actions 

covered entities took to implement the Privacy Rule may already address 

some Security requirements.  Specifically, 45 CFR § 164.530 (c) of the 

Privacy Rule states: (c)(1) Standard: safeguards. A covered entity must have 

in place appropriate administrative, technical, and physical safeguards to 

protect the privacy of protected health information.  

  
(2) Implementation specification: safeguards.   

(i) A covered entity must reasonably safeguard protected health information from 

any intentional or unintentional use or disclosure that is in violation of the standards, 

implementation specifications or other requirements of this subpart.   

  

NOTE: The Security  

Rule applies only to  
EPHI, while the 
Privacy Rule applies 
to PHI which may be 
in electronic, oral, 
and paper form.  
  

NOTE: OCR within HHS 

oversees and enforces the 

Privacy Rule, while CMS 

oversees and enforces all 

other Administrative 

Simplification requirements, 

including the Security Rule.  
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(ii) A covered entity must reasonably safeguard protected health information to limit 

incidental uses or disclosures made pursuant to an otherwise permitted or required use 

or disclosure.  

  

The Security Rule provides for far more comprehensive security requirements than 45 CFR § 164.530 (c) 

of the Privacy Rule and includes a level of detail not provided in that section. As covered entities begin 

security compliance planning initiatives, they should consider conducting an assessment of the 

initiatives implemented for privacy compliance.   

  

NOTE: State laws that are contrary to the Privacy Rule and Security Rule are 

preempted by the Federal requirements, unless a specific exception applies. For more 
information, see 45 C.F.R. Part 160, Subpart B.   

 Implementation Specifications  

An  “implementation specification” is an additional detailed instruction for implementing a particular  

standard. Each set of safeguards is comprised of a number of standards, which, in turn, are generally 

comprised of a number of implementation specifications that are either required or addressable.  If 

an implementation specification is required, the covered entity must implement policies and/or 

procedures that meet what the implementation specification requires.   If an implementation 

specification is addressable, then the covered entity must assess whether it is a reasonable and 

appropriate safeguard in the entity’s environment. This involves analyzing the 

specification in reference to the likelihood of protecting the entity’s EPHI from 

reasonably anticipated threats and hazards. If the covered entity chooses not 

to implement an addressable specification based on its assessment, it must 

document the reason and, if reasonable and appropriate, implement an 

equivalent alternative measure. See C.F.R. § 164.306(d)(ii)(B)(2) for more 

information.  

  

For each of the addressable implementation specifications, a covered entity must do one of the 

following:  

Implement the specification if reasonable and appropriate; or  

If implementing the specification is not reasonable and appropriate –  

Document the rationale supporting the decision and  

Implement an equivalent measure that is reasonable and appropriate and that would accomplish the 

same purpose or  

  

Not implement the addressable implementation specification or an equivalent alternative measure, if 

the standard could still be met and implementing the specification or an alternative would not be 

reasonable or appropriate.   

NOTE:  

Implementation 
specifications in the 
Security Rule are either 
“Required” or 
“Addressable”.  
See 45 C.F.R. § 

164.306(d).  

NOTE:  

Addressable does 

not mean optional.  
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If a given addressable implementation specification is determined to be reasonable and appropriate, the 

covered entity must consider options for implementing it. The decision regarding which security 

measures to implement to address the standards and implementation specifications will depend on a 

variety of factors, including:  

  

The entity's risk analysis – What current circumstances leave the entity open to unauthorized access 

and disclosure of EPHI?  

  

The entity’s security analysis - What security measures are already in place 

or could reasonably be put into place?  

  

The entity’s financial analysis - How much will implementation cost?  

  

Overview of the Process  

The table of required and addressable implementation specifications included in this paper outlines the 

standards and implementation specifications in the Security Rule.  In order to comply with the Security 

Rule, all covered entities should use the same basic approach. The process should, at a minimum, 

require covered entities to:   

  

Assess current security, risks, and gaps.   

Develop an implementation plan.   

  

Read the Security Rule.  A covered entity should review all the standards and implementation 

specifications. The matrix at the end of the Security Rule is an excellent resource when 

developing an implementation plan, and is included at the end of this paper.  

  

Review the addressable implementation specifications.  For each addressable implementation 

specification, a covered entity must determine if the implementation specification is reasonable 

and appropriate in its environment. A covered entity needs to consider a number of factors in 

making the decisions for each addressable implementation specification.   

  

Determine security measures. A covered entity may use any security measures that allow it to 

reasonably and appropriately implement the standards and implementation specifications. (See 

45 CFR § 164.306(b), Flexibility of approach)  

NOTE: For more 

information about Risk 

Analysis, see paper 6 in 
this series, “Basics of 
Risk  
Analysis and Risk  
Management.”  
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Implement solutions. A covered entity must implement security measures and solutions that 

are reasonable and appropriate for the organization.    

  

Document decisions.  A covered entity must document its analysis, decisions and the rationale for 

its decisions.   

  

Reassess periodically. A covered entity must periodically review and update its 

security measures and documentation in response to environmental and 

operational changes that affect security of its EPHI.   

Flexible and scalable standards  

The security requirements were designed to be technology neutral and scalable from the very largest 

of health plans to the very smallest of provider practices.  Covered entities will find that compliance 

with the Security Rule will require an evaluation of what security measures are currently in place, an 

accurate and thorough risk analysis, and a series of documented solutions derived from a number of 

complex factors unique to each organization.   

  

HHS recognizes that each covered entity is unique and varies in size and resources, and that there is no 

totally secure system.    

Therefore, the security standards were designed to provide guidelines to all types of covered entities, 

while affording them flexibility regarding how to implement the standards.  Covered entities may use 

appropriate security measures that enable them to reasonably implement a standard.  In deciding which 

security measures to use, a covered entity should take into account its size, capabilities, the costs of the 

specific security measures and the operational impact.   

  

For example, covered entities will be expected to balance the risks of inappropriate use or disclosure of 

EPHI against the impact of various protective measures.  This means that smaller and less sophisticated 

practices may not be able to implement security in the same manner and at the same cost as large, 

complex entities. However, cost alone is not an acceptable reason to not implement a procedure or 

measure.  

  

Technology Neutral Standards  

Over the last few years, the emergence of new technologies has driven many 

health care initiatives. With technology improvements and rapid growth in the 

NOTE: The Security 

Rule requires that a 

covered entity 

document the 

rationale for many of 

its security decisions.  

NOTE: The security 

standards do not 

dictate or specify 

the use of specific 

technologies.  
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health care industry, the need for flexible, technology- neutral standards is critical to successful 

implementation. When the final Security Rule was published, the security standards were designed to 

be “technology neutral” to accommodate changes.  The rule does not prescribe the use of specific 

technologies, so that the health care community will not be bound by specific systems and/or software 

that may become obsolete.  HHS also recognizes that the security needs of covered entities can vary 

significantly.  This flexibility within the rule enables each entity to choose technologies to best meet its 

specific needs and comply with the standards.    

  

Security Standards  

The security standards are divided into the categories of administrative, physical, and technical 

safeguards.  Regulatory definitions of the safeguards can be found in the Security Rule at 45 CFR § 

164.304.   

  

Administrative safeguards: In general, these are the administrative functions that should be 

implemented to meet the security standards. These include assignment or delegation of security 

responsibility to an individual and security training requirements. (For more information, see 45 CFR § 

164.308 and paper 2 of this series titled “Security Standards – Administrative Safeguards”.)  

  

Physical safeguards:  In general, these are the mechanisms required to protect electronic systems, 

equipment and the data they hold, from threats, environmental hazards and unauthorized intrusion. 

They include restricting access to EPHI and retaining off site computer backups.  (For more  

information, see 45 CFR § 164.310 and paper 3 “Security Standards – Physical Safeguards”.)  

  

Technical safeguards: In general, these are primarily the automated processes used to protect data 

and control access to data. They include using authentication controls to verify that the person signing 

onto a computer is authorized to access that EPHI, or encrypting and decrypting data as it is being 

stored and/or transmitted. (For more information, see 45 CFR § 164.312 and paper 4 “Security 

Standards – Technical Safeguards”.)  

  

A complete list of the administrative, physical, and technical safeguards and their required and 

addressable implementation specifications is included at the end of this paper. In addition to the 

safeguards, the Security Rule also contains several standards and implementation specifications that 

address organizational requirements, as well as policies and procedures and documentation 

requirements. (See 45 CFR § 164.314 and § 164.316 of the Security Rule.)  
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Resources  

The remaining papers in this series will address specific topics related to the Security Rule.  Covered 

entities should periodically check the CMS website at www.cms.hhs.gov under “Regulations and 

Guidance” for additional information and resources as they work through the security implementation 

process. There are many other sources of information available on the Internet. Covered entities may 

also want to check with other local and national professional health care organizations, such as national 

provider and health plan associations.  

Security Standards Matrix  (Appendix A of the Security Rule)  

ADMINISTRATIVE SAFEGUARDS  

Standards  Sections  
Implementation Specifications (R)= 

Required, (A)=Addressable  

Security  
Management  
Process  

164.308(a)(1)  Risk Analysis  (R)  

Risk Management  (R)  

Sanction Policy  (R)  

Information System 

Activity Review  

(R)  

Assigned  
Security  
Responsibility  

164.308(a)(2)    (R)  

Workforce Security  164.308(a)(3)  Authorization and/or Supervision  (A)  

Workforce Clearance Procedure  (A)  

Termination Procedures  (A)  

Information  
Access  
Management  

164.308(a)(4)  Isolating Health Care  
Clearinghouse Functions  

(R)  

Access Authorization  (A)  

Access Establishment and 

Modification  

(A)  

Security  
Awareness 

and Training  

164.308(a)(5)  Security Reminders  (A)  

Protection from Malicious 

Software  

(A)  

Log-in Monitoring  (A)  

Password Management  (A)  

Security  
Incident  
Procedures  

164.308(a)(6)  Response and Reporting  (R)  

http://www.cms.hhs.gov/
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Contingency 

Plan  
164.308(a)(7)   Data Backup Plan  (R)  

Disaster Recovery Plan  (R)  

Emergency Mode  
Operation Plan  

(R)  

Testing and Revision Procedures  (A)  

Applications and Data Criticality 

Analysis  

(A)  

Evaluation  164.308(a)(8)    (R)  

Business  
Associate  
Contracts and  
Other  
Arrangements  

164.308(b)(1)  Written Contract or Other 

Arrangement  
(R)  

 

PHYSICAL SAFEGUARDS   

Standards  Sections  Implementation Specifications 

(R)= Required, (A)=Addressable  

Facility  
Access  
Controls  

164.310(a)(1)  Contingency 

Operations  

(A)  

Facility Security Plan  (A)  

Access Control and 

Validation Procedures  

(A)  

Maintenance Records  (A)  

Workstation 

Use  
164.310(b)     (R)  

Workstation 

Security   
164.310(c)  (R)   

Device and  
Media  
Controls  

164.310(d)(1)  Disposal  (R)  

Media Re-use  (R)  

Accountability  (A)  

Data Backup and 

Storage  

(A)  

TECHNICAL SAFEGUARDS   

Standards  Sections  Implementation Specifications 

(R)= Required, (A)=Addressable  

Access Control  164.312(a)(1)  Unique User 

Identification  

(R)  

 Emergency Access 

Procedure  

(R)  

Automatic Logoff  (A)  
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Encryption and 

Decryption  

(A)  

Audit Controls  164.312(b)     (R)  

Integrity  164.312(c)(1)  Mechanism to Authenticate Electronic  
Protected Health Information                  (A)  

Person or  
Entity  
Authentication  

164.312(d)     (R)  

Transmission 

Security  
164.312(e)(1)  Integrity Controls   (A)  

Encryption   (A)  

 

END: Security 101 for Covered Entities 

 

HIPAA Security Series 

(Small Providers) 

7 Security Standards:  

Implementation for the Small Provider  
  

What is the Security Series?  

The security series of papers provides guidance from the Centers for Medicare & Medicaid  

Services (CMS) on the rule titled “Security Standards for the Protection of Electronic Protected Health 

Information,” found at 45 CFR Part 160 and Part 164, Subparts A and C, commonly known as the 

Security Rule. The Security Rule was adopted to implement a provision of the Health Insurance 

Portability and Accountability Act of 1996 (HIPAA). The series contains seven papers, each focused on a 

specific topic related to the Security Rule (see left panel). The papers are designed to give HIPAA 

covered entities insight into the Security Rule and to assist them with implementation of the standards. 

This series explains specific requirements (provisions of the rule), and possible ways to address those 

provisions.  

  

CMS recommends that all covered entities read the first paper in this series, “Security 101 for  
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Covered Entities” before reading the other papers. The first paper clarifies important Security Rule 

concepts that will help covered entities as they plan for implementation and maintain an ongoing 

security program.  This seventh paper in the series is devoted to implementation of the Security Rule 

standards, implementation specifications and requirements as they relate to covered entities that are 

sole practitioners or otherwise considered small providers.  It assumes the reader has a basic 

understanding of the Security Rule.  

  

Background  

  

Identity theft, stolen computer disks, malfunctioning computers, hackers, and other preventable losses 

of information - these are just a few of the hazards facing all businesses that receive, store, and transmit 

data in electronic form.  Many health care providers too face these same hazards.  Much of the 

electronic protected health information (EPHI) they hold is critical to their business and vital to the care 

of their patients.  Providers face major problems if their patient’s sensitive information is stolen, 

misused, or unavailable.  

  

The HIPAA Security Standards provide a structure for covered entities (health plans, clearinghouses, or 

covered health care providers) to develop and implement policies and procedures to guard against and 

react to security incidents.  The Security Rule provides a flexible, scalable and technology neutral 

framework to allow all covered entities to comply in a manner that is consistent with the unique 

circumstances of their size and environment.  

  

All covered entities must comply with the applicable standards, implementation specifications, and 

requirements of the Security Rule with respect to EPHI (see 45 C.F.R § 164.302.).  Small providers that 

are covered entities have unique business and technical environments that provide both opportunities 

and challenges related to compliance with the Security Rule.  As such, this paper provides general 

guidance to providers such as physicians and dentists in solo or small group practices, small clinics, 

independent pharmacies, and others who may be less likely to have IT staff and whose approach to 

compliance would generally be very different from that of a large health care system.  It is important to 

note however, that this paper does not define a small provider, nor does it prescribe specific actions 

that small providers must take to become compliant with the Security Rule.  

  

The objectives of this paper are to:  

  

• Help small providers understand the Security Rule standards, implementation specifications, and 
requirements as they relate to their organization.  

• Provide sample questions and scenarios that small providers may want to consider when addressing 

the Security Rule requirements.  
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• Reference industry resources that provide additional information regarding compliance with the 
Security Rule.  

  

 

Security Rule Overview for Small Providers  

To understand the requirements of the Security Rule, it is helpful to be familiar with the basic concepts 

that comprise the security standards and implementation specifications.  The Security Rule is divided 

into six main sections – each representing a set of standards and implementation specifications that 

must be addressed by all covered entities. Each Security Rule standard is a requirement: a covered 

entity must comply with all of the standards of the Security Rule with respect to the EPHI it creates, 

transmits or maintains.    

Many of the standards contain implementation specifications. An implementation specification is a more 

detailed description of the method or approach covered entities can use to meet a particular standard.  

Implementation specifications are either required or addressable. Regardless of whether a standard 

includes one or more implementation specifications, covered entities must comply with each standard.  

Where there is no implementation specification for a particular standard, such as the “Workstation Use” 

and “Person or Entity Authentication” standards, compliance with the standard itself is required.    

• A required implementation specification is similar to a standard, in that a covered entity must 
comply with it.  For example, all covered entities including small providers must conduct a “Risk 

Analysis” in accordance with Section 164.308(a)(1) of the Security Rule.  

• For addressable implementation specifications, covered entities must perform an assessment to 
determine whether the specification is a reasonable and appropriate safeguard in the covered 

entity’s environment.  After performing the assessment, a covered entity decides if it will implement 

the addressable implementation specification; implement an equivalent alternative measure that 
allows the entity to comply with the standard; or not implement the addressable specification or 

any alternative measures, if equivalent measures are not reasonable and appropriate within its 

environment.  Covered entities are required to document these assessments and all decisions.  For 

example, all covered entities including  

small providers must determine whether “Encryption and Decryption” is reasonable and 

appropriate for their environment in accordance with Section 164.312(a)(1) of the Security Rule.   

• Factors that determine what is “reasonable” and “appropriate” include cost, size, technical 
infrastructure and resources.  While cost is one factor entities must consider in determining whether 

to implement a particular security measure, some appropriate measure must be implemented.  An 
addressable implementation specification is not optional, and the potential cost of implementing a 

particular security measure does not free covered entities from meeting the requirements identified 

in the rule.   
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Using This Resource  

The tables and sample questions provided here relate to the Administrative, Technical and Physical 

Safeguard requirements from the Security Rule and are relevant for small providers seeking to evaluate 

and/or establish EPHI security practices.  The tables and sample questions in this document do not 

represent a complete list of Security Rule requirements, but provide insight into the key HIPAA Security 

requirements applicable to a small provider.  

Administrative Safeguards – These provisions are defined in the Security Rule as the “administrative 

actions, policies, and procedures to manage the selection, development, implementation, and 

maintenance of security measures to protect electronic protected health information and to manage 

the conduct of the covered entity's workforce in relation to the protection of that information.”  
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SAMPLE  ADMINISTRATIVE SAFEGUARDS FOR SMALL PROVIDERS  

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

SECURITY  

MANAGEMENT  

PROCESS  

§ 164.308(a)(1)  

“Implement policies and 

procedures to prevent, 

detect, contain and 

correct security 

violations.”  

RISK ANALYSIS (R)    

§ 164.308(a)(1)(ii)(A)  

“Conduct an accurate and thorough 

assessment of the potential risks and 

vulnerabilities to the confidentiality, 

integrity, and availability of electronic 

protected health information held by 

the covered entity.”  

Have you identified the 

EPHI within your 

organization? This includes 

EPHI that you create, 

receive, maintain or 

transmit.  Please note that 

EPHI may be resident on 

computer workstations, 

servers or on portable 

devices such as laptops, 

and PDAs.  

RISK MANAGEMENT (R)  

§164.308(a)(1)(ii)(B)  

“Implement security measures 
sufficient to reduce risks and 
vulnerabilities to a reasonable and 
appropriate level to comply with  
§164.306(a).”  

  

What security 
measures are 
already in place to 
protect EPHI – this 
can be a 
comprehensive 
view of all 
measures, 
whether 
administrative, 
physical or 
technical, such as 
an overarching 
security policy;  
door locks to  

rooms where EPHI 

is stored; or the 

use of password 

protected files.     
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SAMPLE  ADMINISTRATIVE SAFEGUARDS FOR SMALL PROVIDERS  

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

 SANCTION POLICY (R)   

§ 164.308(a)(1)(ii)(C)  

“Apply appropriate sanctions against 
workforce members who fail to comply  
with the security policies and  

procedures of the covered entity.”  

  

Have you developed, 
applied and implemented 
policies specific to 
violations of the security 
policies and procedures? If 
so, do they provide  
appropriate sanctions for 
workforce members who 
fail to comply with your 
security policies and 
procedures? (i.e., have you 
included your sanction 
policy in your workforce 
manual and trained your  
staff on the policy?)  

  

WORKFORCE  

SECURITY   

§ 164.308(a)(3)(i) 
“Implement policies and 
procedures to ensure 
that all members of its 
workforce have 
appropriate access to 
electronic protected 
health information, and 
to prevent those 
workforce members who 
do not have access from 
obtaining access to 
electronic protected  
health information.”  

  

AUTHORIZATION AND/OR  

SUPERVISION (A)   

§ 164.308(a)(3)(ii)(A)  

“Implement procedures for the 
authorization and/or supervision of 
workforce members who work with 
electronic protected health information 
or in locations where it might be  
accessed.”  

  

Are the procedures used 
by your workforce 
consistent with your 
access policies (i.e., do 
people who should have 
access actually have that 
access? Are people who 
should not have access 
prevented from accessing 
the  
information?)  
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SAMPLE  ADMINISTRATIVE SAFEGUARDS FOR SMALL PROVIDERS  

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

SECURITY  

AWARENESS AND  

TRAINING   

§ 164.308(a) (5) (i) 
“Implement a security 
awareness and training 
program for all members  
of its workforce (including  
management).”  

  

PASSWORD MANAGEMENT (A) §  

164.308(a)(5)(ii)(D)  

“Implement procedures for creating, 
changing, and safeguarding passwords.”  

  

Does your workforce 
training address topics 
such as not sharing 
passwords with other 
workforce members or 
not writing down 
passwords and leaving 
them in open areas?  
  

CONTINGENCY PLAN  

§ 164.308(a) (7) (i) 
“Establish (and implement 
as needed) policies and 
procedures for responding 
to an emergency or other 
occurrence (for example, 
fire, vandalism, system 
failure, and natural 
disaster) that damages 
systems that contain 
electronic protected  
health information.”  

  

DATA BACKUP PLAN (R)  

§ 164.308(a)(7)(ii)(A)  

“Establish and implement procedures 
to create and maintain retrievable 
exact copies of electronic protected 
health information.”   
  

Do your procedures 
identify all sources of  
EPHI that must be backed  

up such as patient 
accounting systems, 
electronic medical or 
health records, digital 
recordings of diagnostic 
images, electronic test 
results, or any other 
electronic documents 
created or used that 
contain EPHI?   
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SAMPLE  ADMINISTRATIVE SAFEGUARDS FOR SMALL PROVIDERS  

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

BUSINESS  

ASSOCIATE  

CONTRACTS AND  

OTHER  

ARRANGEMENTS   

§ 164.308(b)(1) “A 
covered entity may 
permit a business 
associate to create, 
receive, maintain, or 
transmit electronic 
protected health 
information on the 
covered entity’s behalf 
only if the covered 
entity obtains 
satisfactory assurances 
that the business 
associate will 
appropriately safeguard  
the information.”   

  

  

WRITTEN CONTRACT OR OTHER  

ARRANGEMENTS (R)   

§ 164.308(b)(4)  

“Document the satisfactory assurances 
required by this section through a 
written contract or other arrangement 
with the business associate that meets 
the applicable requirements of 
§164.314(a) [(the Business Associate  
Contracts or Other Arrangements  

Standard)].”  

  

Do you have contracts 
in place with outside 
entities entrusted with 
health information 
generated by your 
office? If so, do the 
contracts provide 
assurances that the 
information will be 
properly safeguarded?    
  

For example, if you 

contract with a 

software vendor for 

your practice 

management system, 

what assurances do 

you have that the 

vendor’s products are 

HIPAA compliant?  
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Physical Safeguards – These provisions are defined as the “physical measures, policies, and procedures 

to protect a covered entity's electronic information systems and related buildings and equipment, from 

natural and environmental hazards, and unauthorized intrusion.”  

  

SAMPLE PHYSICAL SAFEGUARDS FOR SMALL PROVIDERS  

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

FACILITY ACCESS  

CONTROLS   

§ 164.310(a)(1)  

“Implement policies and 
procedures to limit 
physical access to its 
electronic information 
systems and the facility 
or facilities in which they 
are housed, while 
ensuring that properly 
authorized access is  
allowed.”  

  

FACILITY SECURITY PLAN (A) §  

164.310(a)(2)(ii)  

“Implement policies and procedures to 
safeguard the facility and the 
equipment therein from unauthorized 
physical access, tampering, and theft.”  
  

Do your office policies 
and procedures 
identify controls to 
prevent unauthorized 
physical access, 
tampering, and theft 
of EPHI? These could 
include locked doors, 
signs warning of 
restricted areas, 
surveillance cameras, 
alarms, and 
identification 
numbers and security 
cables on computers.  
  

MAINTENANCE RECORDS (A)    

§ 164.310(a)(2)(iv)  

“Implement policies and procedures to 
document repairs and modifications to 
the physical components of a facility 
which are related to security (for 
example, hardware, walls, doors and 
locks).”   
  

Has your office 
implemented policies 
and procedures that 
specify how repairs 
and modifications to a 
building or facility will 
be documented to 
demonstrate that the 
EPHI is protected?    
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SAMPLE PHYSICAL SAFEGUARDS FOR SMALL PROVIDERS  

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

WORKSTATION USE   

 § 164.310(b)  

“Implement policies and 
procedures that specify 
the proper functions to 
be performed, the 
manner in which those 
functions are to be 
performed, and the 
physical attributes of the 
surroundings of a specific 
workstation or class of 
workstation that can 
access electronic 
protected health  
information.”  

  

This standard does not have 

corresponding implementation 

specifications.  However, compliance 

with the standard itself is required (R).  

Do your office policies 
and procedures 
specify the use of 
additional security 
measures to protect 
workstations with 
EPHI, such as using 
privacy screens, 
enabling password 
protected screen 
savers or logging off 
the workstation?  
  

DEVICE AND MEDIA  

CONTROLS §  

164.310(d)(1)  

“Implement policies and 
procedures that govern 
the receipt and removal 
of hardware and 
electronic media that 
contain electronic 
protected health 
information into and out 
of a facility, and the 
movement of these items  
within the facility.”  

  

  

DISPOSAL (R)   

§ 164.310(d)(2)(i)  

“Implement policies and procedures to  

address the final disposition of 
electronic protected health 
information, and/or the hardware or 
electronic media on which it is stored.”  
  

Does your office have 
a method of 
destroying EPHI on 
equipment and media 
you are no longer 
using? For example, 
have you considered 
purchasing hard drive 
erasure software for a 
planned upgrade of 
office computers?  
  

DATA BACKUP AND STORAGE  

(A)   

§ 164.310(d)(2)(iv)  

“Create a retrievable, exact copy of 
electronic protected health 
information, when needed, before  
movement of equipment.”    

  

Do you have a 

process in place to 

create a retrievable, 

exact copy of EPHI 

before the equipment 

on which it is stored is 

moved?   
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Technical Safeguards – These provisions are defined as the “technology and the policy and procedures 

that protect electronic protected health information and control access to it (the EPHI).”  

  

SAMPLE TECHNICAL SAFEGUARDS FOR SMALL PROVIDERS   

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

ACCESS CONTROL §  

164.312(a)(1)  

“Implement technical 
policies and procedures 
for electronic information 
systems that maintain 
electronic protected 
health information to 
allow access only to those 
persons or software 
programs that have been 
granted access rights as  
specified in § 164.308(a)(4))  
[(Information Access  

Management)].”  

  

UNIQUE USER IDENTIFICATION  

(R)  

§ 164.312(A)(2)(I)  

“Assign a unique name and/or number 
for identifying and tracking  
user identity.”  

  

Do you have a process 
in place to assign each 
user of your system a 
unique user identifier?  
If so, can the identifier 
be used to track user 
activity within 
information systems 
that contain EPHI?  
This may or may not 
be reasonable or 
appropriate for a solo 
clinician where access 
has been granted to 
all office staff.  
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SAMPLE TECHNICAL SAFEGUARDS FOR SMALL PROVIDERS  

 Standard  Sample Implementation  
Specifications   
(R)= Required, (A)= Addressable  

Sample Question  

 AUTOMATIC LOGOFF (A)   

§ 164.312(a)(2)(iii)  

“Implement electronic procedures that 
terminate an electronic session after a 
predetermined time of inactivity.”  
  

Do your current 
information systems have 
an automatic logoff 
capability to ensure that 
unauthorized users do 
not access data on 
unattended 
workstations?   
  

PERSON OR ENTITY  

AUTHENTICATION   

§ 164.312(d)  

“Implement procedures to 
verify that a person or entity 
seeking access to electronic 
protected health information is 
the one claimed.”   

  

This standard does not have 

corresponding implementation 

specifications.  However, 

compliance with the standard itself 

is required (R).  

Does your system 
require the input of 
something known only 
to the person or entity 
seeking access to EPHI, 
(such as a password or 
PIN) prior to granting 
the requested access?  
  

  

TRANSMISSION  

SECURITY   

§ 164.312(e)(1)  

“Implement technical security 
measures to guard against 
unauthorized access to 
electronic protected health 
information that is being 
transmitted over an electronic  
communications network.”  

  

ENCRYPTION (A)   

§ 164.312(e)(2)(ii)  

“Implement a mechanism to encrypt 
electronic protected health information 
whenever deemed appropriate.”  
  

Based on your required 
risk analysis, is 
encryption needed to 
protect the transmission 
of EPHI between your 
office and outside  
organizations?  If not, 

what measures do you 

have in place to ensure 

the protection of this 

information? Some 

small providers might 

consider password 

protection of 

documents or files 

containing EPHI and/or 

prohibiting the 

transmission of EPHI via 

email.  
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Additional Requirements  

Please note also that the Security Rule contains organizational and documentation requirements that 

must be addressed by all covered entities.  Organizational requirements include standards for business 

associate contracts and other arrangements, including memoranda of understanding between a covered 

entity and a business associate when both entities are government organizations; and requirements for 

group health plans.  Policies, procedures, and documentation requirements address how each of the 

requirements are documented, reviewed, updated and communicated to the workforce.   

In Summary  

Information security is a necessity in today’s world.  Preventing unauthorized use of sensitive health 

information is a core goal of every participant in the health care industry.  The Security Rule allows 

covered entities, including small providers, to implement reasonable and appropriate measures that 

enable them to comply with the Rule.     

The scalable, flexible and technology neutral principles of the Rule allow covered entities to comply in a 

manner consistent with the complexity of their particular operations and circumstances. Small covered 

healthcare providers should use this paper and other applicable resources to review and maintain their 

Security Rule compliance efforts.   

END: Security Standards:  Implementation for the Small Provider 

HIPAA Security Series Resources  

Covered entities should periodically check the CMS website at 

http://www.cms.hhs.gov/SecurityStandard/ for additional HIPAA security information and 

resources as they work through the security implementation process. While CMS does not 

endorse guidance provided by other organizations, covered entities may also want to check 

with other local and national professional health care organizations, such as national provider 

and health plan associations for additional information.   Consider obtaining and reviewing the 

resources available through the Workgroup for Electronic Data Interchange (WEDI), at 

www.wedi.org.  WEDI has numerous white papers and educational resources aimed at all types 

of covered entities, and many directed specifically to the smaller physician office.   The National 

Institute of Standards and Technology (NIST) at www.nist.gov also has a wide range of 

documents and resources to assist to entities in understanding how to comply with the spirit of 

the regulation. 

 

http://www.cms.hhs.gov/SecurityStandard/
http://www.cms.hhs.gov/SecurityStandard/
http://www.wedi.org/
http://www.wedi.org/
http://www.nist.gov/
http://www.nist.gov/
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Example: HIPAA/HITECH POLICIES AND 

PROCEDURES MANUAL: 

Turner Chiropractic Center (a fictitious clinic) 

 

HIPAA/HITECH POLICIES AND PROCEDURES MANUAL:    

Security Officer: Bruce Turner, DC 

  

FOR THE SECURITY OF ELECTRONIC PROTECTED HEALTH INFORMATION  
As a “covered entity” under HIPAA, we are required to comply with the provisions of the 

HIPAA Security Rule, 45 CFR §§164.308 -164.318 (as amended by the HITECH Act), that are 

applicable to it.    

  

In general, the Security Rule requires us to protect the confidentiality, integrity, and availability 

of all electronic protected health information (“ePHI”) that we create, receive, maintain, or 

transmit by establishing and implementing (1) Administrative Safeguards to protect ePHI, (2) 

Physical Safeguards to limit physical access to ePHI, and (3) Technical Safeguards for electronic 

information systems that control access to ePHI.  We must also properly document all the 

policies and procedures that we establish to comply with the Standards, Implementation 

Specifications, and other requirements of the Security Rule.  

  

To meet our obligations under the Security Rule we have established and implemented the 

policies and procedures set out in this Manual.  All our personnel are required to comply fully 

with these policies and procedures.  

  

HIPAA SECURITY OFFICER  

We have designated a HIPAA Security Officer who is primarily responsible for developing and 

implementing our security policies and procedures and for making sure that we comply with the 

requirements of the Security Rule. Any questions or concerns that you have regarding these 

policies and procedures, their proper implementation, or how to comply with them should be 

addressed to the Security Officer.  If you know of, or suspect that there may be a problem with, 

or breach of security, you should report the problem or breach immediately to the Security 

Officer.  

 

Security Officer Contact Information:  

Bruce Turner, DC 

1313 Mockingbird Lane 

Sequim, WA 98382 

Phone: 360-821-9358 

  

I. RISK ANALYSIS   

A. Initial Risk Analysis  



HIPAA and the Chiropractic Practice 
  

HIPAA for Chiropractic Practices                                 35                                                     

We have conducted an accurate and thorough assessment of the potential risks and 

vulnerabilities to the confidentiality, integrity, and availability of our ePHI.    

  

1. When?  Our initial risk analysis was conducted from December 15, 2016 to January 15, 

2017    

  

2. Who?  The following persons participated in the initial risk analysis, performing the following 

functions:  

Name                      Tasks  

Bruce Turner           Discovery, Reviews, Investigation, Inventory, Documentation, Workforce 

Consultation 

    

3. Glossary of Terms.   In conducting our risk analysis, we have used the following definitions 

of key terms, which are the definitions in the Security Rule or definitions in NIST Special 

Publication (SP) 800-30.  

• Availability means that data or information are accessible and useable on demand by an 

authorized person.  

• Confidentiality means that data or information are not made available or disclosed to 

unauthorized persons or processes.  

• ePHI is “protected health information” (PHI) that is transmitted or maintained in electronic 

media. Paper PHI is not covered by the Security Rule.  Electronic transmission includes the 

Internet, extranets, dial-up lines, computer-generated faxes (but not traditional paper-to-paper 

faxes), private networks, and ePHI that is physically moved from one location to another using 

magnetic tape, disk, or compact disc media.  

• Integrity means that data or information have not been altered or destroyed in an unauthorized 

manner.  

• Risk is a function of (1) the likelihood of a given threat triggering or exploiting a particular 

vulnerability, and (2) the resulting impact on the organization.  More technically, risk is the net 

mission impact considering (1) the probability that a particular threat will exercise (accidentally 

trigger or intentionally exploit) a particular vulnerability and (2) the resulting impact if this 

should occur. Risks arise from legal liability or mission loss due to (1) unauthorized (malicious 

or accidental) disclosure, modification, or destruction of information, (2) unintentional errors and 

omissions, (3) IT disruptions due to natural or man-made disasters, or (4) failure to exercise due 

care and diligence in the implementation and operation of the IT system.    

• Threat is the potential for a person or thing to exercise (accidentally trigger or intentionally 

exploit) a specific vulnerability.  Threats may be natural (e.g., floods, earthquakes, tornadoes, 

landslides), human (e.g., network and computer-based attacks, malicious software upload, 

unauthorized access to ePHI, inadvertent data entry or deletion, inaccurate data entry actions), or 

environmental (e.g., power failures, pollution, chemicals).  

• Vulnerability means a flaw or weakness in system security procedures, design, implementation, 

or internal controls that could be exercised (accidentally triggered or intentionally exploited) and 

result in a security breach or a violation of the system's security policy. Vulnerabilities may be 

technical (e.g., flaw in the development of an information system, an incorrectly configured 

information system), or non-technical (e.g., ineffective or nonexistent policies, procedures, 

standards or guidelines).   
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4. Data Gathering Methods.   To conduct the initial risk analysis, we have used the following 

methods of gathering data:  

a. by reviewing past and existing projects  

b. by conducting interviews   

c. by reviewing documents and records  

d. by making an inventory of our computer systems  

e. by consulting onsite workforce 

We will use the same or similar methods of gathering data whenever we update our risk analysis.  

  

5. ePHI. We have identified the following ePHI that we create, receive, maintain or transmit:  

a. medical records  

b. x-rays 

c. Other information that can identify a patient. 

  

6. Electronic Media.  We have identified the following forms of electronic media on which we 

create, receive, maintain, or transmit ePHI at the locations indicated:  

Medium locations include within the office premises or remote locations that can access ePHI.  

Fixed disks 

Removable disks    

CDs     

DVDs    

Smart cards 

Smart phones    

Personal digital assistants    

Transmission media    

Portable electronic media (laptops)    

Thumb drives    

Networks     

POTS and IP telephones and voicemail 

Note: include other sources of electronic media 

    

7. External Sources of ePHI.   We have the following external sources of ePHI, including our 

vendors or consultants who create, receive, maintain, or transmit ePHI for us:  

We have no external sources of ePHI 

  

8. EPHI Locations.   We have the following locations (e.g., offices, workstations) where ePHI is 

created, received, maintained, or used:  

All ePHI is created, received, maintained and used within our office only. 

  

9. Threats.  We have identified the following potential, reasonably anticipated natural, 

environmental, and human threats to our ePHI:  

a. Natural Threats [list all that apply]  

Earthquakes 

Severe Storms 
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Flooding 

Fire 

  

b. Environmental Threats [list all that apply]  

Power Failure 

Cooling failures 

Heat event 

  

c. Human Threats [list all that apply]  

Cybercrime 

Disgruntled Employees 

Social Engineering 

  

10. Vulnerabilities.   We have identified the following vulnerabilities, which, if triggered or 

exploited by a threat, would create a risk security breach involving ePHI:   

 Default Configurations and Passwords were found 

 System and Software Patching was not up to date 

 Input validation errors and logic vulnerabilities were found in applications 

 Insecure Protocols were in use for Data in Transit 

 Data At Rest was found to be improperly handled or stored insecurely 

  

11. Current Security Measures.    

a. We have identified the following security measures that we currently use to safeguard ePHI:  

Locks have been installed in areas where ePHI is stored 

IT Devices have been encrypted to safeguard ePHI 

  

b. We have assessed whether our current security measures are configured and used properly and 

have determined that our ePHI is our environment is only at minimal risk. 

  

12. Likelihood of Threat Occurrence.  We have assessed the probability of potential risks to 

ePHI, including all threat and vulnerability combinations with associated likelihood estimates 

that may impact the confidentiality, availability and integrity of our ePHI, and on the basis of 

that assessment we have determined that the following threats are the threats that are “reasonably 

anticipated” and are the threats that we must protect against through appropriate security 

measures:  

 keep our systems and software up-to-date 

 Monitor systems and workforce activity for inappropriate activities 

  

13. Potential Impact of Threat Occurrence.   We have also assessed the “criticality,” or 

impact, of potential risks to the confidentiality, integrity, and availability of ePHI by considering 

the magnitude of the potential impact resulting from a threat triggering or exploiting a specific 

vulnerability.    

a. To make this assessment we have used both qualitative and quantitative methods:  



HIPAA and the Chiropractic Practice 
  

HIPAA for Chiropractic Practices                                 38                                                     

A comprehensive risk analysis was performed to determine the soundness of our current risk 

program and after collecting information and analyzing is we have assigned risk a level of risk 

which will guide us through the steps to secure our patient’s ePHI. 

[a qualitative or quantitative method or a combination of the two methods].  

  

b. We have identified the following potential impacts associated with the occurrence of threats 

triggering or exploiting vulnerabilities that affect the confidentiality, availability and integrity of 

our ePHI:    

Keeping data safe and available was our first consideration. Risks include data backup and 

storage procedure improvements. We have privacy screens on systems where ePHI is at risk. 

Encryption is implemented where appropriate to safeguard data and data in transit. 

  

14. We have determined the level of risk for each threat and vulnerability combination that we 

have identified by analyzing the values assigned to the likelihood of threat occurrence and 

resulting impact of threat occurrence. 

[OR describe whatever method you decide to use, for example, assigning a risk level based on 

the average of the assigned likelihood and impact levels.] 

 

15. As a result of determining the level of risk, we have assigned risk levels for all threat and 

vulnerability combinations that we identified in our risk analysis. Those risk levels are 

documented in the Risk Management Module of the IT Companion database application. 

  

16. We have identified the corrective actions to be performed and measures to be taken to 

mitigate each risk level.  Those corrective actions are documented in the Safeguard 

Determination Module of the IT Companion database application. 

  

B. Periodic and Continuing Risk Analysis. 
  

1. Periodic Risk Analysis.  We will perform a risk analysis at least once a year 

 [Specify a period, such as once a year, every 6 months].    

  

2. Continuing Risk Analysis As Needed.   In addition, we will perform a risk analysis as needed 

to identify when updates to our security measures are needed.  In particular, we will conduct a 

risk analysis whenever we plan to implement new technologies or business operations (for 

example if there is a change in ownership, management, or key personnel).  Whenever we 

determine that existing security measures are not sufficient to protect against the risks associated 

with the evolving threats or vulnerabilities, a changing business environment, or the introduction 

of new technology, we will determine what additional security measures are needed.    

  

II. ADMINISTRATIVE SAFEGUARDS   

As required by the Administrative Safeguard Standards and their respective implementation 

specifications, we have developed and shall implement policies and procedures to prevent, 

detect, contain, and correct security violations with respect to our ePHI.  
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A. Security Officer.  [This is absolutely required.]  We have a HIPAA Security Officer who is 

responsible for developing and implementing our security policies and procedures.  The name 

and contact information for our Security Officer is on the first page of this Manual.     

  

B. Security Management Process.    

  

1. Risk analysis (required).  We have conducted an initial risk analysis and shall conduct 

additional risk assessments periodically as necessary.  Our risk analysis policies and procedures 

and the results of our initial risk analysis are documented in the IT Companion Framework in the 

Risk Management Module. 

  

2. Risk management (required).  We have implemented reasonable and appropriate security 

measures to reduce the risks and vulnerabilities that we have identified.  Those security measures 

and corrective actions are documented in the Safeguard Determination Module of the IT 

Companion database application. 

[OR list the risks you have identified together with an explanation of the measures you have in 

place to mitigate each risk.]  

  

3. Sanction policy (required).  All our personnel and our agents and vendors must comply with 

our security policies and procedures.  Anyone who does not comply with security policies and 

procedures will be sanctioned in accordance with the following sanction policy:  

Violation Sanction – None, We have no ePHI in our environment. 

 [Provide a description that clearly delineates consequences for violations of security policies and 

procedures by employees, agents, and contractors. Depending on the severity of the violation and 

whether it is a first or second or multiple violation, the sanctions for a workforce member can 

range from a warning to retraining to suspension to termination of employment.  Sanctions for an 

agent or vendor can, similarly, range from a warning to termination of the relationship.]   

We will apply these sanctions equally to all individuals.  

  

4. Information system activity review (required).  We have implemented the following 

procedures to review regularly all records of information system activity:    

Systems that interface with ePHI are documented and managed in our IT Companion database 

application. 

[Insert description of your review mechanisms, e.g., audit logs, access reports, and security 

incident tracking reports and how/when/by whom they will be reviewed for potential security 

problems.]  

  

C. Workforce Security.  We have implemented policies and procedures to ensure that all 

personnel who need access to ePHI have appropriate access to ePHI.  We have also put in place 

procedures to ensure that those who should not have access are unable to access ePHI.    

  

1. Authorization and supervision (addressable).   We have implemented procedures to 

authorize and supervise personnel who work with ePHI or who work in areas where ePHI might 

be accessed:   
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This information is maintained in the Workforce Manager module of the IT Companion database 

application. 

  

2. Workforce clearance procedure (addressable).   We have implemented procedures to 

determine that employee access to ePHI is appropriate:   

This information is maintained in the Workforce Manager module of the IT Companion database 

application. 

 [Supply details about how you will limit access to ePHI to only those who have appropriate 

clearance, such as a background check, and a need to access the ePHI.]  

  

3. Termination procedures (addressable):  We have implemented the following procedures for 

terminating access to ePHI when a person’s employment or relationship with us ends:    

User Passwords will be changed immediately and accounts/access will be assigned to the 

Security Officer who has the authority to re-assign tasks and access to user accounts and 

approved resources.. 

  

D. Information Access Management.  We have implemented policies and procedures on how 

our workforce will be given access to ePHI and how access will be limited when 

appropriate.  This information is maintained in the Workforce Manager module of the IT 

Companion database application. 

  

1. Access authorization (addressable):  We have implemented policies and procedures for 

granting access to ePHI by limiting access to workstations or offices where ePHI is stored. This 

information is maintained in the Workforce Manager module of the IT Companion database 

application. 

  

2. Access establishment and modification (addressable):  We have implemented the following 

policies and procedures to establish, document, review, and modify a user’s right of access to 

workstations, programs, transactions, records 

(a) Users of workstations and laptops may not reconfigure the workstation or the laptop in any 

way.  

(b) Up-to-date and functioning virus and anti-malware protection must be installed and working 

at all times on all workstations and mobile computers.  

(c) Any security threat, issue, or problem must be reported immediately to the Security Officer. 

(d) Encryption software must be utilized.  

 

3. Isolate health care clearing house functions.    

  

E. Security Awareness and Training. We have implemented the following security awareness 

and training program for all personnel, including 

 Information Management 

 HIPAA Training 

o Basic 

o Intermediate 

o Advanced 
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 Security Training 

 HITECH Training 

 

1. Manual. Each member of our workforce will be given a copy of this Manual and shall be 

responsible for reviewing it carefully.  Whenever this Manual is updated, copies of the updates 

or an updated Manual will be supplied to all personnel, who shall be responsible for reviewing 

the updated material.  

  

2. Training.  

Current personnel will be trained in-house, at seminars and online every six months. The 

Security Officer will secure training  

(Describe how new members of your workforce will be trained.  Be sure to include a provision 

for periodic re-training.  The training should be done by or under the supervision of the Security 

Officer.) 

  

3. Security reminders (addressable).   Our Security Officer will provide periodic security 

updates to all affected personnel.    

  

4. Protection from malicious software (addressable).  To guard against, detect, and report 

malicious software we require:  

We use anti-malware and anti-virus software regularly of every system where it is appropriate. 

  

5. Log-in monitoring (addressable):  We have implemented the following procedures for 

monitoring log-in attempts and reporting discrepancies:  

We are monitoring Windows Event Logs and collecting information about irregular activities 

and reporting them in the IT Companion IS Activity Module. 

  

6. Password management (addressable):  We have implemented the following procedures for 

creating, changing, and protecting passwords: Passwords are created or stored in our Password 

Manager. Passwords are changed every 90 days and must meet complexity requirements to 

secure passwords. Each workforce member shall be assigned a unique user identification and 

password through which that member and only that member may access any network, system, or 

application containing ePHI.  Passwords shall be changed every 90 days.  No one may use 

another person’s user ID, password, or other authentication information.  No one may give 

another person his or her user ID, password, or other authentication information.  You should not 

make or keep a written record or notation of your user ID or password.]  

  

F. Security Incident Procedures.  We have implemented policies and procedures to address 

breaches of security, specifically response and reporting procedures (required) to  

(i) Identify and respond to suspected or known security incidents, including how to report 

suspected or potential security problems,  

(ii) Mitigate, to the extent practicable, harmful effects of security breaches, and  

(iii) Document security incidents and their outcomes.  These policies and procedures are 

contained in our Policy on Notification of Breaches of Unsecured Protected Health Information, 

which is Attachment 2 to this Manual.   
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G. Contingency Plan.  We have established and will implement as needed policies and 

procedures for responding to an emergency or other occurrences (such as fire, vandalism, flood, 

system failure, theft) that threaten the security of ePHI.  

 

1. Data backup plan (required).  We have implemented the following procedures to create and 

maintain exact copies of ePHI:   

Local and online encrypted backups will ensure data integrity and recovery if needed. 

  

2. Disaster recovery plan (required).  We have established the following procedures to restore 

any loss of data:    

Restore from local file history, Restore from online backup source. 

  

3. Emergency mode operation plan (required).   We have established the following plan for 

continuation of critical business and security of ePHI while operating in emergency mode:    

We will use paper records as well as electronic resources when available. We will secure PHI 

and ePHI using physical security measures. 

  

4. Testing and revision procedures (addressable).   We have implemented the following 

procedures for periodic testing and revision of our contingency plans:   

Systems are re-created in a virtual environment periodically where they are broken and 

recovered. Backups are also tested in our virtual environment. Once a year the tests are 

performed in the production environment once a year. 

  

5. Applications and data criticality analysis (addressable).   We have assessed and will 

continue to assess as necessary the relative criticality of specific applications and data in support 

of other contingency plan components.   

  

H. Evaluation.  We regularly evaluate all technical and nontechnical systems to ensure that 

ePHI is adequately protected. We also evaluate all technical and nontechnical systems in 

response to any environmental or operational changes affecting the security of ePHI.  We 

document our periodic evaluations, explaining in particular how our policies and procedures 

comply with the Security Rule requirements.  

  

I. Business Associate Contracts.  All our contracts with our Business Associates (as that term is 

defined in HIPAA/HITECH) shall be in writing and shall incorporate and pass along to each 

business associate the same obligations that we have as a covered entity to comply with the 

Security Rule.    

  

III. Physical Safeguards  

A. Facility Access Controls.  We have implemented the following policies and procedures to 

limit physical access to ePHI systems and the facilities in which they are housed, while ensuring 

that properly authorized access is allowed.  
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1. Contingency operations (addressable).  We have established the following procedures to 

allow facility access to support restoration of lost data under the disaster recovery plan and 

emergency mode operation:   

 [Provide a description tailored to your needs.  You might specify, for example, that certain 

individuals or categories of the workforce are authorized to retrieve backup data and transfer that 

data to a different computer system in emergency circumstances, such as a hurricane or electrical 

storm.  If you have dealt with this security concern through compliance with another 

Implementation Specification (e.g., a technical measure that automatically backs up critical ePHI 

to a remote computer) or if your risk analysis has determined that this is not a significant risk, 

then you may not need to implement this Specification, but be sure to document in writing 

details showing why.]  

  

2. Facility security plan (addressable).   We have implemented the following policies and 

procedures to safeguard our facility and equipment from unauthorized physical access, 

tampering, and theft:    

Locks have been installed for all locations in our main office and remote locations for systems 

that store or can access to ePHI.  

 

3. Access control and validation procedures (addressable). We have put in place the 

following procedures to control and validate a person’s access to facilities based on his or her 

role or function:    

Visitors are not allowed access to ePHI unless there is a defined role assigned to them and their 

actions are documented and monitored.  Testing and revision of systems containing access to 

ePHI may be assigned to visitors if their roles are required to perform this function. 

 [Insert details, and be sure to include visitor control, and control of access to software for testing 

and revision.]  

  

4. Maintenance records (addressable).  We have implemented the following policies and 

procedures to document repairs and modifications to the physical parts of our facility related to 

security:  

We keep maintenance records when repairs are made to our physical premises to make access 

more secure. Locks on doors and other methods of physical access are checked periodically to 

insure physical integrity.  

[Describe how you will check on and repair and modify, e.g.,, hardware, screens, walls, doors, 

locks to make sure they are and remain secure.]  

  

B. Workstation Use.  We have implemented the following policies and procedures that describe 

appropriate functions for a specific workstation or class of workstations used to access ePHI:    

Workstations access and use is limited to defined workforce members with assignments to work 

with ePHI. Only programs that are necessary for office function or protecting ePHI will be 

allowed on workstations. Workstation use will be monitored and evaluated on a regular basis to 

make sure the systems are being used for their intended purpose. 

[Provide details.  For example, restrict the ePHI available on a reception area computer to only 

the ePHI needed to schedule or change appointments.]    
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C. Workstation Security.  We have in place the following physical mechanisms to ensure that 

access to workstations with ePHI is restricted to authorized users:  

Workstations must be secured and ePHI must be encrypted. Computer screens must be turned so 

they cannot be seen by casual observers. 

  

D.  Device and Media Controls.  Receipt must be collected for the removal of hardware and 

electronic media that contain ePHI into, within, and out of our facility.    

  

1. Disposal (required).  Our policies and procedures for the final disposition of ePHI and the 

hardware or electronic media on which it is stored are as follows:  

All our media devices are proprietary and contain information that is our property.  At no time 

shall a media device of any kind be removed or disposed of without the knowledge and consent 

of our Security Officer.  All hardware must be sent to the appropriate contracted vendor for final 

disposition and may not be disposed of at a remote site.  This includes but is not limited to tapes, 

CDROMs, DVD, floppy disks and external hard drives.  

  

2. Media re-use (required).  Our policies and procedures for removal of ePHI from media 

before they are re-used are as follows:  

All media containing ePHI must be securely erased according to accepted Department of 

Defense (DoD) standards. No media shall be reused where ePHI can be recovered. 

  

3. Accountability (addressable).   The movements of hardware and electronic media and any 

person who is responsible for those movements shall be documented. 

 

4. Data backup and storage (addressable).   Before any equipment is moved, we shall, as 

necessary, create a retrievable, exact copy of ePHI. 

  

IV. Technical Safeguards  

We have in place policies and procedures that govern the technical aspects of accessing ePHI 

within our computer systems.  They are as follows:    

  

A. Access Controls.  Our policies and technical procedures for computer use are to ensure only 

appropriate access to ePHI by authorized individuals and software programs.  

  

1. Unique user identification (required).  Each person is assigned a unique name and number 

for identifying and tracking user identity.  Sharing user identifications is not allowed.    

  

2. Emergency access procedure (required).  In an emergency, we shall obtain ePHI using the 

following procedures:  

a. If emergency access is necessary, contact the Security Officer, who may grant access as 

appropriate. 

  

3. Automatic logoff (addressable).  We have implemented electronic procedures that terminate 

a computer session after 30 minutes of inactivity.  Users stepping away from their computers 

must lock the computer, and, if applicable, their office doors.  
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4. Encryption and decryption (addressable).  We have implemented mechanism to encrypt 

and decrypt ePHI.  On fixed and mobile drives we use VeraCrypt. SSL is implemented for 

transactions and application encryption is implemented where appropriate. 

  

B. Audit Controls.  We have implemented hardware, software, and procedural mechanisms that 

record and monitor activity on our systems for security breaches. We shall maintain a log 

showing who accessed a particular computer and when. We maintain a log of all critical system 

activity including failures. We shall periodically review user IDs and examine their access to the 

system or the applications that contain ePHI.  We shall keep network activity logs for all critical 

network devices.  We shall review network system logs on a periodic basis to make sure activity 

is appropriate.  We shall review failed attempts to access systems, records, or accounts to check 

for unauthorized activity.   All systems shall be located behind firewalls and have up-to-date 

virus and malware protection installed. We shall review firewall logs periodically for potential 

network intrusion. 

  

C. Integrity.  We have implemented policies and procedures to protect ePHI from improper 

alteration or destruction, including mechanisms to authenticate ePHI (addressable) so that we can 

corroborate that ePHI has not been altered or destroyed in an unauthorized way:    

  

D. Person or Entity Authentication.  The following are our procedures to verify that a person 

or entity seeking access to ePHI is in fact who he/she/it claims to be:   

A unique User ID/Password pair must be maintained to authenticate the user. This user 

authentication authorizes human-to-machine interactions in operating systems and applications 

as well as both wired and wireless networks to enable access to networked and Internet-

connected systems, applications and resources. 

  

E. Transmission Security.  We have implemented SSL technical security measures to guard 

against access to ePHI that is being transmitted over an electronic communications network:      

  

1. Integrity controls (addressable).  Our controls will ensure that ePHI is not improperly 

modified without detection. Controls are implemented on the user level by assigning appropriate 

access levels to file, system and network level access. 

  

2. Encryption (addressable).  We have in place a computer program that encrypts and decrypts 

data. When e-mailing or transmitting patient data, we shall use a secure transmission system or 

messaging service.   

  

V. DOCUMENTATION  

A.  Maintaining this Manual  

  

1. The Security Officer is Responsible for Maintaining this Manual  

This Manual and all our records of how we have complied with the requirements of the Security 

Rule shall be maintained by the Security Officer in both printed and electronic format.  This 
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Manual shall be made available to all persons responsible for implementing and required to 

comply with any of the policies or procedures contained in it.   

  

2. Updates  
a. We shall promptly update our policies and procedures to comply with any changes in the law 

or any changes in how we plan to comply with the Security Rule.  

b. Whenever we revise or update this Manual, we will keep a record of the date on which it was 

revised.    

c. Whenever we revise or update this Manual, a copy of the updates or updated Manual shall be 

given to all persons responsible for implementing and required to comply with any of the 

policies or procedures contained in it.  

  

3. How Long? 
This Security Rule Policies and Procedures Manual shall be kept for 6 years from either the date 

it was created or the date it last went into effect, whichever is later.  Each update shall be kept for 

6 years from the date that it went into effect.  

  

B.  Documenting Our Security Rule Compliance   

We shall keep written records of all our Security Rule compliance efforts.  For example, we will 

keep written records of who received what training, when, and from whom; we will keep written 

records of any sanctions that are imposed for security breaches; we will keep written records of 

our periodic evaluations.  All these written records shall be kept by our Security Officer. 
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